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PKI Tutorial - CANS20: Agenda

Day 1: Introduction, X.509 and constraints
Day 2: Revocations and Merkle Digests

Day 3: CA failures
and Certificate Transparency

Conclusions, directions and challenges
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Detenses against CA failures

Use name constraints to limit risk

o But... which CA(s) will ‘own’ global TLDs (.com, etc.)?

Static key pinning: ‘burned-in’ public keys

o Detected MitM in Iran: rogue DigiNotar cert of Google

o Limited: changing keys? Which keys to preload ?

Dynamic Pinning: HTTP Public-Key Pinning (HPKP)
o Server: | always use this PK / Cert / Chain

o Client: remember, implement, detect & report attacks

o Concerns: key loss/exposure, changing keys (recover security)
o CA-pinning may work better

Certificate Transparency (CT): real accountability !
o Public, auditable certificates log
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Certificate Transparency (CT) [RFCG6962]

= X.509, PKIX: CAs sign cert o Loggers provide public logs

o Accountability: identify issuer, of certificates 3
given (rogue) cert o Monitors monitor certificates

logged for detection of

= Challenge: find rogue cert suspect certificates
o Unrealistic to expect relying = And detect bad loggers ?
parties to detect ! o Auditing (auditors?): check
o Google detected in Iran - since for misbehaving loggers

Chrome had pinned Google’s

PK
o ProEosed solution:

= Functions: Logging,
Monitoring and Auditing
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‘Certificate Transparency (CT): Goals

= =» Easier to detect, revoke rogue certificates

= =» Easier to detectI dis-trust roiue CAs:

= What about rogue loggers, monitors ?
= Option 1: Honest-Logger CT (HL-CT)

o Assume honest logger [or out of two loggers — redundancy; ~
Chrome]

= Option 2: AnG-CT: Audit and Gossip to detect rogue logger
= Option 3: No Trusted Third Party (NTTP-Secure CT)

o Monitors, relying-parties detect misbehaving loggers
o Relying party decides which monitor(s) to rely on (trust) !
a Original CT goaII
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Honest-Logger CT: Issuing Certificate

Subject, e.g. website, sends request
o Request contains “To Be Signed’ fields: name, public-key

CA validates request, signs cert, sends to logger
Logger adds cert to log, signs and returns (signed) SCT
CA sends cert + SCT to subject (e.g., website)

Website CA Logper L
bab_com

TBSzTo Be ths = (BOoB.COM, B.e)
Signed -

Ly = Signg g 4(ths)

SCT = Signy_ (Cy|| Tallns)

Ch, SCT
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X509 vs. HL-CT: Issuing process

SCT: Signed

A submission @ Log response C_ertlflcate Tmestg_mp
(Precertificate) (SCT) (time that the certificate was
@V -
added to log, serial number)
Certificate Certificate
Authority Authority
l Cert issuance @ Cort izsuance [] Existing TLS/SSL system
(SSL cert) # (SSL cert w/SCT) B Supplemental CT companents

!

-#— QDne-time operations
example example.com #— Synchronous operations
Order of operation

TLS handshake TLS handshake -.
(S5L cert) (S5L cert wf SCT)
Client Client
(browser) (browser)

1/8/2021



Honest-Logger CT: Issuing Certificate

Issuer (CA) must send every cert to logger

Logger returns Signed Certificate Timestamp (SCT)
o Validate that the cert was logged at given time

CA gives cert, SCT to subject (e.g., website)
Subject sends SCT (with cert) to relying party
Relying party ‘knows’ cert was logged (and when)
How do we use logs to detect rogue certs?

Wehsite
7 Logrer L
bob_com IE' el

ths = (BOBE.CoM, B.¢)

['-'L = ."}i‘_ﬂlll[',].a{!bﬁ}

SOT = Sign g (Cy]| Tllms)

O, SCT
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‘Detecting rogue certs in log: Monitors

Goal: early detection of rogue certs in log

Logs should be publicly available

Name-owners can monitor the log

» Download, check log for relevant names
* ® high overhead to everyone!

Instead: monitors do this (for many names)

» Several such monitors, loggers already operate

» Download only new certificates
» And: ask log for seqg# and/or date of last logged cert
» Ask log to send range of certs: <from-to>
» Optionally: maintain all certs (to check new names)
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Monitor Detects Rogue Certiticates

Owner asks to monitor relevant domain names

( \ Domain(s), $ ( "\ Send certs
_ > [from.. to..] N
Domain : > N
Monitor |«
owner |,
* N t New certs Logger }
ew certs

= ~ for domain ~ ~

or misleading

Monitor asks for certs [Range, e.g., all new]
o Usually periodically; assume daily (typical)

Monitor sends to owner new certs for same domain name
o Or suspect as misleading: combo, homographic, similar,...
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Monitoring in Honest-Logger CT

Website
BOB.COM

CA

Monitor {BOB.COM}

Logger
L

Monitor

(BOB.COM, B.¢e)

thsp =

Cg,SCTg

>

Cp = (thsg, Signca.«(thsg))

SCTg = Signg (Cp + time(-))

-

1/8/2021

11



‘HL—CT: Detecting Rogue Certificate

Monitor {BOB.COM}
;
thsyy = (BOoB.CcOM, Mal.¢) .
Cy = (!bs.\l.}iymm..(lb&u)) 2
‘S(‘ Ty = Signy (Cyy 4 time(-))
L G, SCT [Rogue logger may not send Cy, }
{...,(',.,....}’

C'ar
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HL-CT: Omitted-Cert Attack by Rogue Logger

= Collusion of rogue CA and rogue Logger

BOB.COM (attacker)

Vehsi Mal
Website Monitor A CA Logger L

thspy = (BOB.COM, Mal.e)

- Cag = (thsar, Signea s(thsar))

CSCTwy = Signgp o(Chy - time(-))

Car. SCT

- Monitor {BoB.com} -

New certs?

Y

None (or: omits C'yy)

Nothing new

—
=
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Security against Logger-CA Collusion: 3 options

= Option 1, redundancy: SCTs signed by multiple loggers

o How many loggers? Which loggers? Overhead ?
= Google’s Chrome: requires SCT from Google and one other SCT
0 Note: ‘other’ SCT is from logger chosen by (rogue?) CA...
0 ‘In Google we Trust’ ?

= If relying party requires more redundancy, SCTs... good luck finding
certificates! [Anti-trust?]

~ Option 2, AnG-CT: Audit and Gossip CT
o Heurist design to detect rogue loggers
o Roughly follows RFC6962 and original CT publications
o Complex, expose user privacy, ...

- Option 3, NTTP-Secure CT (NS-CT): |
- Ensures "no trusted third party’ by Proofs-of-Misbehavior (PoM)
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Audit-and-Gossip (AnG) Certificate Transparency

My interpretation of ‘original’ CT publications
o Using Audit and Gossip to detect rogue loggers
o No complete spec published so “extrapolating’

Logger keeps certs in Merkle tree
o Signed, timestamped digest: Sighed Tree Head (STH)

o Uses digest, Pol and PoC (Proof-of-Consistency) functions of
the Merkle tree (or other Merkle digest scheme)

1/8/2021
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Merkle digest scheme: definition

Definition 4.15 (Merkle digest scheme). A Merkle digest scheme M s a tuple
of three PPT functions (M.A, M.Pol, M.VerPol), where:

M.A is the Merkle tree digest function, whose input 1s a sequence of mes-
sages B = {m; € {0,1}"}; and whose output 1s an n-bit digest: M.A :
({0,1}*)" — {0,1}".

M.FPol 1s the Proot-of-Inclusion function, whose mnpuf 1s a sequence of messages
B = {m; € {0,1}"},. an integer 1 € [1, |B|] (the inder of one message in
B), and whose output is a Proof-of-Inclusion (Pol ): M.Pol : ({0,1}*)" x
N — {0,1}".

M.VerPol is the Verifv-Proof-of-Inclusion predicate. whose inputs are digest
d € {0,1}", message m € {0,1}*, inder 1 € N, proof p € {0,1}", and
whose output 1s a bit (1 for ‘true’ or 0 for ‘false’): M.VerPol : {0,1}" x
{0,1}* x N x {0,1}* — {0,1}.
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Merkle Proot ot Consistency (PoC)

A Merkle digest scheme supports PoC If it
has two more functions:

M. Pol( B, By) 15 the Extend and Proof-ol-Consistency function PolC’, whos:

input are two sequences, Be and By, and whose output von = M. PoCU(Be, By )
is a binary string which we call the Proof-of-Consistency from Ae

,-'H..ji.ll‘-;{'l il:l'.l ..j.r"'-," _.lr’f..jhlfjr'\"h

MVerPoCUlAc, Acn. o ly.p) € {True, False} s the Verify-Proof-of-Consistency
predicate, whose mmputs are the two digests A, Aoy, the numbers of en-
tries (lc and Iy ), and a string (Po(’ ) p.

New digest A.yIS ‘consistent’ with current A,

l.e., Is digest of block with the same first [
messages, plus some [y new messages
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Merkle: Proot ot Consistency (PoC)

A Merkle digest scheme supports PoC If it
has PoC, VerPoC functions

Such scheme ensures correct PoC If :
MVerPoCU | MABo) MAIBe #+ By ). el M. Pol( B, By )) = TRUE
where I = |B.| , Iy = |By|

And ensures secure PoC If

EH{"-H_:_-JT.["-F_‘I,.IEJE «— A(1™) s.L
J:w{-t (n) = Pr| MVerPoCU(MA(Bc), MA(Ba),lc.la.p) = TRUE A
N B 1s not a prefiz of B 4

IS negligible, for every PPT adversary:.
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Audit-and-Gossip (AnG) Certificate Transparency

My interpretation of ‘original’ CT publications
o Using Audit and Gossip to detect rogue loggers
o No complete spec published so “extrapolating’

Logger keeps certs in Merkle tree
o Signed, timestamped digest: Sighed Tree Head (STH)
o Uses digest, Pol and PoC (Proof-of-Consistency) functions

Logger must respond to several audit requests:

o Request for STH+Pol, for given certificate

o Request for PoC, for given pair of STHs

o Request for current STH

o Request for certificates, logged between given start/end times

Gossip: sharing of STHs among entities

o To detect [SENOHEIRREERECifferent STHs to different entities

1/8/2021
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; a Mal Issuer Rogue Monitor
1me
: _ attacker (CA) Logger L Mg
A];ce : :
(bro‘?VSBr) - Mal.e, BOB.COM Request STH and all certs
: Loge = {C1,C2,...}, :
. Gam : Oy = Signea < (Bos.com, Mal.e) J_S?fffj_ - Signe. f(_ﬁ’_j?ﬂi'_o?‘i)_—{t E;Elm)
:SCTy = Signp o(Chy.time :
: O, SCTy M T L.s(Cr, time (_)_}__
: i mm e e e e :
“TLS Hello: : -
; § Audit Cyy {request STH+Pol)
Tam .- _L T = ._{(31_’_0 A, E:'z_\d' _}_ 15‘ :F fI_T___ '151_911 L= _Il:f}"_ﬁEI:o_g f)f _T E_u?)_ - _ Request STH and certs since 6am

: (no new certs) :
STHg = Signy, s(MT.6(Logs) H S8am)

Gossip: STH;

L
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What 1s missing in AnG-CT ?

May fail to provide Proof-of-Misbehavior (PoM)

o Logger never sends the STH for a rogue SCT

o Relying party receives no response... but no PoM!

o Or, logger never responds to request for PoC for ‘rogue STH'...

o Goal: attacks are either ineffective or result in PoM
And: never a PoM against a honest party: no-false-PoM

Rigorously defined goal, for arbitrary protocols, using the Modular
Security Specifications (MoSS) Framework — eprint 2020/1040

AnG’s Audit exposes sites visited by relying party to CA
o Goal: preserve user’s privacy

AnG-CT does not ensure revocation-status transparency

o = vulnerable to ‘zombie certificate attack’: mislead relying party
Into relying on a revoked certificate
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‘The /Z.ombie-Certificate Attack
= Rogue CAhelps [V oie 000 [Rome Webaite

attacker by 'un- | thsp, = (BOB.COM, Bob.e, )
reVO klng CBl Cr, = (thsg,, Signea o(thsg, ))

= lllustrated for CRL, q Expose Bob.d |
similar for OCSP [Bobdy exposed!

Revoke O,

= Against X.509, ' o
HL-CT, AnG-CT

= Foiled by - ’ CRL:{Cp, }

Request for CRL

since It ensures .

TLS Server Hello
Certificate:Cpg,
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= NTTP = No Trusted Third Party

o Secure against collusions of any set of parties (incl. loggers...)
o Up to threshold t (maximal number of colluding parties)

s Rogue certificate = detection of rogue entity

o Monitors issue Proof-of-Misbehavior when rogue cert is audited

m Certificate omitted from the log (or: invalid certificate in log)
m Zombie-certificate — already revoked, and then ‘resurrected’

o No false Proof-of-Misbehavior (PoM)
an honest entity is never considered corrupt
= Simplifications/assumptions:

o Reliable communication between entities, synchronized clocks
= We ignore delays and clock-skews, easy to handle these details

o There are at least 2t + 1 monitors (and at most t faulty).
o All monitors observe all loggers (just for simplicity...)

1/8/2021
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SECTONPISEEREIE 15suc Process

= Loggers issue Signed Tree Head (STH) every 24 hours
o And provide it (within an hour) to all CAs, monitors
o Response to CA includes STH and Proof-of-Inclusion (Pol)
o CA, subject, relying party validate STH and Pol
o Issue process almost unchanged — but takes up to 25 hours...

(0.2) Certificate

Logger

e T:f L Cp = Signge 4 o(bob.com, Bobe, . . .)

Sen key: L5 A
g ¥ 6 (0.3) Pol = M.Pol(Log,ic,)

Logli + +] « Cp : STH = Sign, ,(M.A(Log) 4 date)) i
oy || O
Cg.
bob.com Pol
Relying party Bob.e ‘;Th}
(e.g, Alice’s browser) §

L 3

‘ 1.1) TLS Client Ilell )
— e — Subject
o (1.2) Cg, Pol ,STH bob.com

1/8/2021
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NTTP-Secure CT Issue Process:

details

¢ I or y (0.2) Certificate
099¢ Cy = Signger 4 (bob.comn, Bob.e, . . )
f".'-i,[',—'n key: .f._.-.i.; - {;A
e T (0.3) Pol = M.Pol(Log,ic)
(Logli ++] < Cp 3 STIH = Sign, .(M.A(Log) 4 date))
Logger sends (0.3) for Log at end-of-day 0.1 (0.4)
M. Pol. Merkle-tree Proof of Inclusion (0.1) Cg,
Rel M. 6 Merkle-tree Digest (‘tree-head’) bob.com Pol
e EII J T‘t? . . ) .
Agl{- q fﬁ J This figure does not include Bob.e STH
(e-g;, Alice’s browser) revocation status transparency
Y
’ 1.1) TLS Client Hello )
- { Subject
bob.com

(1.2) Cg, Pol STH

e o

Alice validates signature on Cp
and STH, date, and Pol
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‘NS—CT : No-Faults Scenario

Monitor M
Log[1 : l¢]

i Issuer
Date/time o Website Logger L

: qﬂ bob.com (CA) Log|[1: lc + i
: Alice : : : :
(browser) - (bob.com, B.e)
L B > :
: Certificate Cpg : :
e . :
5 | : i Loglle + (i++)] + Cp :
- Day d end-of-day process begins :
: : ; Compute STH
: " Loglle +1:1c +i),STH
. Cp,Pol, STH STH, Pol fesleriiler LT
:q______________.i" __________________ .

- Day d end-of-day process ends

'TLS Hello
—
CB,POI,

OTH Audit: STH
5 Signar.s(‘Audit OK'||STH)
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Recall Omitted-Cert Attack on HLL-CT

= Collusion of rogue CA and rogue Logger

Website Mal
N 1 | L|: 11'11'["1‘ L
BOB.COM Mm?lmr (attacker) E :'1 e

thspy = (BOB.COM, Mal.e)

- Cag = (thsar, Signea s(thsar))

CSCTwy = Signgp o(Chy - time(-))

Car. SCT

- Monitor {BoB.com} -

-

New certs?

Y

None (or: omits C'yy)

Nothing new

i
.
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‘NS—CT: Audit detects omitted cert

NewCerts, STH’, PoC f

Monitor
(Signed daily Log Digest) L

Pol, STH

Req, pk, $ Cy.Pol, STH STH If STH=STH’, then send

Ok for STH (signed).

Else, i.e., STH #STH’: send
Proof-of-Misbehavior (PoM)
(the two conflicting STHS)

[ Browser
Merkle scheme’s Pol, digest

properties ensure detection
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Proof-of-Misbehaving LLogger: Omitted Cert.

Rogue

Monitor M
Log

P Rogue Mal
Date/time w Website (rogue)
Alico ‘bob.com’ CA
(broﬁvser) (bob.com, M.e)

Cpar = Signe a4 <(bob.com, M.e, .. .)

Certificate

Logger

e

Add Cys to Log

Day d end—of—day prdcess begins

Day d end-of-day prdcess ends

" STH = Signy, .(M.3(Log)||date))

' STH' = Signp, ,(M.8(Log/Cpr)||date)):

- STH

'TLS Hello
—_—
- Cg, Pol,

-—

Audit: STH

Proof-of-Misbehavior (PoM): {STH, STH'}
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‘NS—CT w/0 Gossip: Split-World Attack

Mal Issuer Monitor ogue Monitor i
Date/time P onito Rog onito Website
: - (attacker) (CA) M 4 Logger Mp bob.com
: Alice : : : : : :
(bro?vser) | M.e i | |
: Chy = Signe ais(BOB.COM, M.e)
Day d end-of—day prdcess begins
STH = .‘)'ig-nL__.,(E‘LI,ﬁ(Log)|§|du£e)}
: STH' = Signp, (M.6(Log/C\yp)||date))
; s , 5
; STH, Pol STH R
Cwr, STH, Pol - — : T
Day d en(:l-of-day process ends o STH
: : Monitor
'TLS Hello BOB.COM
—_— <
C‘J\f.‘ Pol, .
. STH No new certs
—— L
: Audit: STH

Signas,.s (‘Audit OK'||STH)

Y

1/8/2021
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Inter-Monitor Gossip foils Split-World Attack

Monitor Rogue Monitor
M 4 Logger Mp
STH
o STH'
. STH' #STH - —— - - - - __ >
- - - - - - - - - =

Gossip: STH'

Gossip: PoM : {STH,STH'}

Rogue logger may issue conflicting STHSs:
o STH;: with rogue cert, sent to browser’s monitor
o STH,: without rogue cert, sent to owner’'s monitor

Gossip: detects, produce Proof-of-Misbehavior
Detection occurs immediately (after receipt of STH) !

1/8/2021
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Summary: next generation ot PKI

Improved revocation

o Stapled and/or pre-fetched; no online communication to CA
Preserve privacy

o Efficient computations, communication
Certificate and Certificate-Status transparency
o Detect rogue certs for domain (same or misleading)

NTTP (No Trusted-Third-Party) Security

o Rogue certificate =» detection of rogue entity (PoM)
o No false convictions (no false PoM)

Not covered here:

o Prevention/detection of equivocation

o Definitions and proofs of security
Using the Modular Security Specs (MoSS) Framework
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