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Integral Cryptanalysis

Integral Cryptanalysis

rk rk'
Plaintext Set Ciphertext Set
— B — —F
X CFp Tk rk z cm
Integral characteristic Key Recovery
Y = {Ex(z)| z € X} Z = {Ey(z)| z € X}

= {E;kl,(z)\ z €L}

@ FE,.p has integral characteristic, if
@D E.r(z) =0, For all possible rk.
reX

o If Er_kl, (Z) # 0, then the guessed 7k’ is incorrect.
2€Z
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Integral Cryptanalysis

How to find an integral characteristic?

e Propagation of integral property: ALL (A), BALANCE (B),
CONSTANT (C), UNKNOWN ().
o Exploit algebraic degree.
@ Division property.
e Introduced by Yosuke Todo at Eurocrypt 2015.
e bit-based division property, Todo and Morii - FSE 2016.
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Bit-based Division Property

Bit-based Division Property [Todo and Morii, FSE 2016]

o bit-product function: () = [}, z[i]“[), where x[i], uli]
are the i-th bits of & and w respectively.

@ The parity = P mu(x).
xzeX
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Bit-based Division Property

Bit-based Division Property [Todo and Morii, FSE 2016]

o bit-product function: () = [}, z[i]“[), where x[i], uli]
are the i-th bits of & and w respectively.

@ The parity = P mu(x).
xzeX

Definition (Bit-based Division Property)

Let X be a multiset whose elements take a value of I} . When the
multiset X has the division property Dﬂlg ,where K denotes a set of
n-dimensional vectors whose i-th element takes 0 or 1, it fulfills the
following conditions:

@Wu<a7) =

xreX

unknown if there is exist k € K s.t. u = k,
otherwise.

where u > k if u[i] > k[i] Vi.
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Bit-based Division Property

Integral Characteristic and Bit-based Division Property

:UEX,D]%{T; — F — er,Dﬂlg;

Let n =4 and Y= (y07y17y27y3)7
To check if the bit y3 is balanced over Y :
”

D vs = D m(Y)|v=(0,0,0,1) =0
yeyY yeY

From the definition of the bit-based division property,
the bit y3 is balanced iff v = (0,0,0,1) ¢ K,
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Bit-based Division Property

Bit-based division property practical problem

@ For n-bit cipher, the complexity of utilizing bit-based division
property is roughly equal to 2™.

@ For n > 32, propagation includes large number of vectors in
K and it will be infeasible to handle.

@ Solved by Xiang et al. at Asiacrypt 2016 by defining a new
notation called Division Trail.
With the Division Trail, it becomes easy to model the
bit-based division property propagation using Mixed Integer
Linear Programming (MILP)
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Bit-based Division Property

Propagation rules for COPY, XOR, AND

Operation MILP Model
(a)coi)(bl,bg) a—bl—bg:O
(al,ag)X—OR>(b) ar+ay—b=0

AND b—a; >0,
ai,as) — (b
(a1, a2) (b) {b_a2 >0
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Bit-based Division Property

MILP Model for S-box

© Represent the S-Box using its algebraic normal form.

@ Represent the division trail though an n-bit S-box as a set of
2n-dimensional binary vectors.

© Get the H-Representation as a set of linear inequalities that
describe these vectors.

@ Use this set of inequalities as MILP constraints to present the
division trail though the S-box.
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Block cipher - Tweakable
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11



Introduction
[eeX Yololele}

Specifications of T-TWINE

Block cipher - Tweakable

Mode of Operation Dedicated Structure

P o SKINNY

e QARMA

T——p o CRAFT

o T-TWINE

k > F
T——
c

XEX Mode of operation
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Specifications of T-TWINE

T-TWINE block cipher

© The first lightweight dedicated TBC that is built on
Generalized Feistel Structure (GFS).

@ An extension of the conventional block cipher TWINE.
© Two variants namely, T-TWINE-80 and T-TWINE-128.

@ Block size of 64 bits, a tweak of 64 bits, and a variable key
length of 80 and 128 bits.

13
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Specifications of T-TWINE

T-TWINE Specifications

Data Processing

X; Xi X X; Xj Xixi o Xix XX, XX, XX, X

i1 S+ lyritl i+lyritl i+1yritl i+1yril i+lyritl i+1yritl i+lyrit1 i+1
XL‘\' X}7X, X3 Xy X5 Xg X7 Xy Xy X1p X X, Xi3 X1y Xis

14
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Specifications of T-TWINE

T-TWINE Specifications

Key Scheduling Function

Algorithm 1: Key Schedule of T-TWINE-80
Data: The 80-bit master key K

Result: The round keys RK = RKY||RK?||---||RK3®
kollka|l -+ - |lk1g < K;

for i + 1 to 35 do

REK" « kullks||ka| Kol k][ kra[k15|[k16;
ki« k1 &® S(k());

ky < ks ® S(klﬁ);

k7 <+ k7 & (0| CON);

kig < k19 ® (OHCONE/),

kol - ||ks < Rotd(kol| - - [|k3);

k‘o” s ijg — R0t16(k0|| s ||]€19);

end
RK®  ky|[ks|[ka| ko] k13| [k1a] 15| [F1;
RK « RK'||RK?||--- ||RK?;

15
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Specifications of T-TWINE

T-TWINE Specifications

Tweak Schduleing Function

t’i
to | t1 | ta | ts
ty | t5 |t | tr
ts | to |10 |1
tig | t1s | t1a | t15

RT?

ti+1
te [ tr | ts | %o
tio | t11 | t12 | t13
tig [tis | t1 | to
ty [ t2 | t3 | &5
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Integral Distinguishing Attack of T-TWINE

Integral distinguishing attack

©@ TWINE has 16-round integral distinguisher.

© Three attack settings: chosen tweak, chosen tweak-plaintext,
and chosen tweak-ciphertext.

© We use the following notation to present the status of each
nibble of the tweak, plaintext, and ciphertext
° each bit of the nibble is fixed to constant.
° all bits of the nibble are active.
° all bits of the nibble are active except one bit is constant.
° @ each bit of the nibble is balanced.

° a nibble with unknown status.

18
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Integral Distinguishing Attack of T-TWINE

Chosen Tweak Setting

@ The 11-round distinguisher

Plaintext [ [c[c[c[c]c]c]c]c]c]c]c]c]c]c]c]
Tweak  [c]c]c]c]c]c]c]c]c]c]c]c]c]cAle] — [ulululululululBlulululululululu]
Tweak  [c]c]cc]c]c]c]cle]clclclclclc Tl 5 UlululululBluluTulululBlulululd]
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Integral Distinguishing Attack of T-TWINE

Chosen Tweak Setting

@ The 11-round distinguisher

Plaintext [ [c[c[c[c]c]c]c]c]c]c]c]c]c]c]c]
Tweak  [c]c]c]c]c]c]c]c]c]c]c]c]c]cAle] — [ulululululululBlulululululululu]

Tweak  [c]c]c]c]c]e]c]c]eTe]ccTelelc [l - [ulululululBlulululululBlulululu]

@ The 11-round distinguisher by the designers

Plaintext [c[c[c[c]c]c]c]c]c]c]c]c]c]c]c]c]
Tweak  [cc]c]c]c[A[c]c]c]c[ATA[cIe]e]e] ~* [BlululululululululululBlulululu] x

Tweak  [c]c]c]c]c[Ac]c]c e ARl c]c]e] ~ [ulululululululululululBlulululu]

19
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Integral Distinguishing Attack of T-TWINE

Plaintext - [AJ A A AT ATATAJ AJATATATATA] AT A A]

Chosen Tweak-Plaintext Setting

1‘)1?

Tweak [c[c[cJAJA[c]c]c]c]c]c]c]c]c]c]c] —= [ululululululululululuulu]s]ulu]
Tweak  [c]c[cAlc[cc]c]c]c]cccIcIc A~ ulululululululululululululslulu]
Plaintext [ AJAA[A[AJA] AJAA[AJAAJATAA[A]

Tweak  [c]c[c]c]c]cTAlc]cc]cccIcJAle] ~ [ululululululululululululululu]s]
Tweak  [c[c[c[c]c]c]c]c]c]c e cACTAle] 5 ulululululuululululu]u]u]uu]B]
Tweak  [c]c[c]c]c]c]c]c]e]c]c e clcTAlAl 2 ulululBluluulululululu]ulululu]
Plaintext  [A[A[ A[A[AJA[A[A[A[ A A]A[A[A] A A]

Tweak  [Ac[c[A[c]c]c]c]c]c clc cTc]e]e] % [uululululuululuulululu]Blulu]
Tweak  [c]c[cJA[c[c[Alc]c]c]c]c]c]c]c]e] ~ [ululululululululululululu]s]ulu]
Tweak  [c]c[cTAlc[cc]c]cccAlc]c]c]e] = [ululuuuuluululululululBlulu]
Tweak  [c[c]c[A[c]c]c]c]ce]e]cAclce] ~ uululululululululululululB]ulu]
Tweak  [Alc]clccc]c]c]c]cc[cAlc]c]e] ~ ulululululululBlulululululululu]
Tweak  [c[A[c]ccc]c]c]c]c]ccAlc]c]e] = [uluululululuululuulBlulululu]
Tweak  [c[c]c[c[A]cc]c]ce]elc[Aclce] =% ulululululululBlulululBlulululu]
Tweak  [c]c]cc]c]c]c]clc[Alc]cAlc]c]c] 5 UlululululululBlulululu]uluuld]
Tweak  [c]c[cc]c]c]c]c]c]c cAAlc]c]e] 2 ulululululuulBlululuululululu]

20
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Integral Distinguishing Attack of T-TWINE

Chosen Tweak-Ciphertext Setting

[ATATATATATATAT AT ATATAT AT ATAT AT A

[ulululululBlululululululululy]

«lefefeelefc]c]e]eAlc]cc]c[A]c]

[luTululululBlululululululululy]

«lefe]e]efefe]e]e]e]e]c]e]c]e [AlAl

[ATATATATATAT AT AT ATAT AT AT ATAT AT A

[lufulululululululuBlululululy]

< [alefe]e]c]cle]e]e]e]c]c [Alc]c]e]

[ululululululululuulBlululululu]

«lc]clc]c[Alc]c]e]e]c]c]e FAlc]e]c]

[ululululululululuulBlululululu]

«=[c]ee]c]e]elc]e]cAlc]e FAlc]e]c]

[ululululululululululBlululululu]

«*[c]e]e]c]e]e]e]e]e]e]c FARAIc]e]c]

[ATATATATATATATATA] AT AT AT AT ATAT A]

[ululululululululuulBlululululu]

< [cJAc]c]c]c]e]c]e]e]c]c [Alc]e]c]

[ululululululululululBlululululu]

«* [c]c]e]eTAlcTe]c]e]e]e]c FAlc]e]c]

[ATATATATATATATATA] A AT AT AT ATAT A]

[ululululululululu]ulBlululululu]

< [alcJe[Alc]c]e]c]e]e]elcc]e]e]e]

[ululululBlulululuululululululu]

< [e]c]c JAAIc]c]c]e]e]ecc]c]e]e]

[ululufulululululululBlululululu]

«[cfc]c[Alc]c[Ac]c]e]c]cc]c]c]e]

[lululu]slulululululBlululululy]

«lefejefAlcc]c]c]e]c|c[Alc]c]e]e]

[luTululululululululBlululululy]

«le]eleAlcc]c]e]e]c]c]c[Alc]e]e]

[ATATATATATATAT AT ATATAT AT ATAT AL A

[luTululululBlululululululululy]

«lefele]efefefale]e]e]c]cc]e[Ale]

Ciphertext
Tweak
Tweak

Ciphertext
Tweak
Tweak
Tweak
Tweak

Ciphertext
Tweak
Tweak

Ciphertext
Tweak
Tweak
Tweak
Tweak
Tweak

Ciphertext
Tweak
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Key-recovery Attack of Reduced-Round T-TWINE

Integral Distinguisher

Plaintext : (A, A, A, A, A, A, A3, A, A, A, A, A, A, A, A)
Tweak : (C,C,C,C,C,C, A13,C,C,C,C,C,C,C, A,C)
L19R

U UUUUUUUU U U U U ULU, B)
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Key-recovery Attack of Reduced-Round T-TWINE

Meet-in-the-Middle Technique

25
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Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

@ Initialize two empty hash tables H7 and Hx with 25 and 24°
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

29
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Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

@ Initialize two empty hash tables H7 and Hx with 25 and 24°
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

@ For each 56-bit round-key, obtain @ Z2° and store it in Hy.
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Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

256 240

© Initialize two empty hash tables Hz and Hx with and
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

@ For each 56-bit round-key, obtain @ Z2° and store it in Hy.
© For each 40-bit round-key, obtain @ X7} and store it in Hy.

29



Key-recovery Attack
000000e0000

Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

© 00

Initialize two empty hash tables Hz and Hx with 2°6 and 240
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

For each 56-bit round-key, obtain @ Z2° and store it in Hy.
For each 40-bit round-key, obtain @ X7} and store it in Hx.

Consider a 76-bit key as a candidate if the two entries in the
hash tables indexed by its two parts are equal.

29
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Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

© 00

Initialize two empty hash tables Hz and Hx with 2°6 and 240
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

For each 56-bit round-key, obtain @ Z2° and store it in Hy.
For each 40-bit round-key, obtain @ X7} and store it in Hx.

Consider a 76-bit key as a candidate if the two entries in the
hash tables indexed by its two parts are equal.

For each 76-bit candidate, drive 2* 80-bit candidates of the
master key.

29
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Key-recovery Attack of Reduced-Round T-TWINE

Attack Procedure against 26 rounds of T-TWINE-80

© 00

256 240

Initialize two empty hash tables Hz and Hx with and
entries to store the values of @ Z2° and @ X7}, respectively,
indexed by the round keys used during the computations.

For each 56-bit round-key, obtain @ Z2° and store it in Hy.
For each 40-bit round-key, obtain @ X7} and store it in Hx.

Consider a 76-bit key as a candidate if the two entries in the
hash tables indexed by its two parts are equal.

For each 76-bit candidate, drive 2* 80-bit candidates of the
master key.

Check each 80-bit candidate using 2 pairs of
plaintext/ciphertext.

29
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The summary of the procedure to obtain

Key-recovery Attack
00000008000

20
7

Step | Key | Size The State (S:) Compleity

0 - 266 7 XELXT X XEL 200 M1 A

1 | RK3 | 292 21 x 266 = 970
2 | RKP | 2% 2% x 262 = 970
3 | REK¥ 212 5 2% =

4 | REZ | 2% 916 » 951 _

5 | RKP | 270 220 % 250

6 | RK?' | 2% 220 % 290 =

7 | RK30| 2% 2% 216 =

8 | RKP0 | 2" X3 | X2, X 2% x 21

9 | RKP | 2 X3 X3, A 252 x oM

10 | RKZ X3, X3, X, X 236 x 210

| REZ 5, X2 [ 205290 =
12 | RE3 [ 20 %27

13 | REP [ 2 0%

u | RE | 22—

15 | REP | 25—
16 | REP [ 2% x 220 = %
17 | REP | 292 x 210 = 2%
18 | RER | 20 x 212 = 0%
19 | R | 29 x5 =%
20 | RKZ @ 70= @ S(XH | 2%6 x 24 = 200
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Attack Complexity

Key-recovery Attack
00000000800

‘ Data ‘ Time Complexity ‘ Memory
1 ‘ 269 ‘ 269 4 1 % 278-;‘;22(;9-91 82;;6 + 14;0;220“ 4+ 976 4 912 o, 976.11 ‘ 966.04
2 ‘ 970 ‘ 270 4 9 % 278"83:22;9‘9' 2;6;22: + 1485Xx22668 4272 4 98 & 973.03 ‘ 967.04
3 ‘ 970.58 ‘ 270.58 | 3 278-;3;22;9-91 27622:;;268 + 1485Xx22;4 4+ 968 4 9t o 97262 ‘ 967.62
4 ‘ 971 ‘ o7l 4 4 278-;5:22;9-9‘ + 276+2;2;22;8+254 + 1485;226"’” 4+ 964 o 972,95 ‘ 968.04
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Key-recovery Attack of Reduced-Round T-TWINE

Attack one more round

X2[3] = Xd[3] ® S(XL ® RK} @ RT))[3]

32
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Key-recovery Attack of Reduced-Round T-TWINE

Attack results on T-TWINE

Attack ‘ #Rounds ‘ Data ‘ Time ‘ Memory Reference

Imp. diff. 25 2055 CTp | 27086 206 Tolba et al. 2020
T-TWINE-80 Integral 26 27058 CTP | 27262 | 967.62 This work
27 27095 CTP | 277 | 27108 This work

Imp. diff. 27 204 CTP | 212083 | 9118 | Tolba et al. 2020
T-TWINE-128 Integral 27 27158 CTP | 210954 | 990.58 This work
28 27227 CTP | 2M13:38 | 994.32 This work
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Conclusion

@ We have studied the security of T-TWINE against the integral
cryptanalysis.
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Conclusion

@ We have studied the security of T-TWINE against the integral
cryptanalysis.

@ We have showed that adding a tweak to the round function
structure gives the attacker more room to target a large

number of rounds in T-TWINE comparing to the conventional
TWINE.
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Conclusion

@ We have studied the security of T-TWINE against the integral
cryptanalysis.

@ We have showed that adding a tweak to the round function
structure gives the attacker more room to target a large
number of rounds in T-TWINE comparing to the conventional
TWINE.

@ We were able to construct several integral distinguishers that
cover 19 rounds of T-TWINE whereas the longest
distinguisher covers only 16 rounds of TWINE.
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Conclusion

@ We have studied the security of T-TWINE against the integral
cryptanalysis.

@ We have showed that adding a tweak to the round function
structure gives the attacker more room to target a large

number of rounds in T-TWINE comparing to the conventional
TWINE.

@ We were able to construct several integral distinguishers that
cover 19 rounds of T-TWINE whereas the longest
distinguisher covers only 16 rounds of TWINE.

@ Using one of these distinguishers, we launched key recovery
attacks against 27 and 28 of T-TWINE-80 and
T-TWINE-128, respectively. The presented attacks are the
best-published attacks against both variants of T-TWINE.
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For Questions: m_elshei®@encs.concordia.ca
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